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O HAMNPABJIEHUA NHPOPMALIUA

[enapTamMeHT rocygapCcTBEHHOW NONUTUKK B cdhepe obuiero obpasoBaHna MuHobpHaykm Poccum
HanpasnseT aAnsa ceeaeHns paspaboTtaHHble BpemeHHon komuccnen Coseta Peagepaumm no
pasBUTUIO MHOPMaLMOHHOIo obLlecTBa MeTogNYECKNE pEKOMEHAALNN O pasMeLLEeHNM Ha
MHGOPMAaLMOHHBIX CTeHAAaX, opuLmManbHbIX UHTEPHET-canTax N pyrux UHPOPMaLUMOHHbIX
pecypcax obLeobpasoBaTesbHbIX OpraHn3aunin 1 OpraHoB, OCYLLIECTBASOLWMX yNpaBreHe B
chepe obpasoBaHus, MHopMaLmMm 0 BesonacHoM NOBeLEHUN U UCMOSTb30BaHUM CETU
"InTepHeT".

Hupektop [denaptameHTa
A.E.TNETPOB

MpunoxeHwue

METOANYECKUWE PEKOMEHOALIUU
O PASMEWWEHUUN HA UHPOPMALIMOHHBIX CTEHAAX, O®ULIMATIbHbIX
WHTEPHET-CAUTAX U APYI'MX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATEIbHbIX OPFAHU3ALIMA U OPIFAHOB, OCYLLIECTBNAOLLUX
YNPABJIEHUE B COPEPE OBPA3OBAHUA, UHPOPMALIUK O BE3OINMACHOM
NOBEAEHUU N UCTNOJIb3OBAHUN CETU "MHTEPHET"

Jkcneptamm n yneHamm BpemeHHon kommuccnmn CoeTta defepaunm no passuTuio
MHOpMaUNoHHOro obLiecTsa B paMKkax BbIMOMHEHNA peKoMeHAaunn napnamMeHTCKUX CryLlaHum
"AKTyanbHble BONpockl obecneyeHns 6e3o0nacHOCTU 1 pa3BuTUSA geTen B MHpOPMaLMOHHOM
npocTpaHcTee", koTopble npownun B Coete ®eapepaunn 17 anpens 2017 r., 6uinm paspaboTaHbl
MeTOoANYEeCKME pEKOMEHAALMM O pa3MELLEHNN HA MHAPOPMALIMOHHbBIX CTEHAAX, OhnLmnanbHbIX
WHTepHeT-canTax u Apyrmx MHpopMaLUMOHHbIX pecypcax obuieobpasoBaTeribHbIX OpraHn3aunn u
OpraHoB, OCYLLECTBNALWNX ynpaBneHue B ccpepe obpasoBaHus, nHdpopmaumm o 6esonacHom
noBegeHun 1 ncnornb3oBaHumn cetn "IHTepHeT" (Danee - MeTognyeckue pekoMmeHgaumm).

MeToanyeckme pekomeHgaumm HanpaeneHbl Ha Ka4eCTBEHHOE NOBbLILLEHNE YPOBHS
MHOPMALNOHHOM AeATENBbHOCTM 06Le0bpa3oBaTenbHbIX OpraHn3aLmii 1 OpraHos,
OCYLLIECTBMSALWMX ynpasrneHne B cchepe obpasoBaHns, B 4acTU MHPOPMUPOBAHMUS YYaLLMXCS, UX
poauTenen (3akoHHbIX NpeacTaBUTENEN) U Negarornyecknx paboTHNKOB 06 OCHOBHLIX acnekTax
MHOPMaLNOHHOM Be30MacHOCTN.

MeToauyeckue pekoMeHaauum no3BonaT o6LeobpasoBaTeNnbHbIM OpraHn3aLUnsamM 1 opraHam,
OCYLLIECTBNALLMM yrpaBneHne B cchepe 06pas3oBaHuNs, akTyannampoBaTh YXXe UCMoNb3yeMble U1
pasmeLleHHble MH(POPMaLMOHHbIE MaTepuarnbl, Tak U NOAroTOBUTb UX B CryYae UX OTCYTCTBUS C
YYETOM NyYLINX MPAKTUK U PEKOMEHALNN.

B pamkax metogmnyeckux pekomeHgauum paccMaTpumBatoTCs crieyowme NHCTPYMEHTDI:

1. NHOPMALMOHHbIE CTEHAbI,

2. opmumarnbHble MHTEPHET-PeCcypChl;

3. cpeacTBa MaccoBoW MHGOpMauum (LKOMbHbIE ra3eThbl, Nnegarorndeckne n3gaHna n gpyrue).

NHdopmaLlnOHHbIe cTeHAbI



Ha nHdpopmMaumnoHHbIX cTeHaax B 06LeobpasoBaTenbHbIX OpraHn3aumsix, pacrnonoXeHHbIX B
dore yupexneHui n B kabmHeTax, OCHaLLEeHHbIX NepCoHarbHbIMK YCTPOMCTBaAMM OS5 BbIXO4a B
ceTb "IHTepHeT", pekoMeHayeTca pasMeCcTUTb MHPOPMALNOHHbIE NAaMATKU, cogepXallune
OCHOBHbIE€ COBETbI N0 0b6ecnevyeHno NHPOPMaLIMOHHON BE30MacHOCTM yYaLLMXCS.

B npunoxenun N 1 kK MeTogu4eckum pekoMeHaauusm npeacraBrneH obpasew namsaTku ans
pas3MeLleHNs Ha MHPOPMAaLMOHHBIX CTeHaaXx.

CpeactBa maccoBoun UHcpopmaumum

B cpeactBax MmaccoBoi MHOpMaLMK, OPUEHTUPOBAHHbIX Ha 0ByYatloLMXCsl, PEKOMEHAYETCS B
TeyeHne y4eBGHOro roga perynsipHo nybnmkoBaTtb MHpOPMaLMOHHbIE MaTepuarnbl, MOCBSALLEHHbIE
OTAeNbHbIM acnekTaM MHPoPMaLIMOHHONM 6e30MacHOCTU, a TakkKe pasnNnyHble NaMaTkK obero
xapakTepa.

B cpeacrtBax maccoBon MHpOpMaLLMK, OPUEHTUPOBAHHBIX HA Nearorm4yeckyto obLLEeCTBEHHOCTb,
pEeKOMeHOyeTCs B TEeYEHME KaneH4apHoro roga perynsapHo nybnvkosate MHOPMALMOHHbIE
MaTepuarbl, NOCBALLEHHbIE OTAENbHBIM acnektaMm MHPOopPMaLMOHHOM 6e30MacHOCTY Kak
HecoBepLUEHHONETHUX, Tak U 0bLeobpasoBaTenbHbIX OpraHn3auum, a Takke pasfimyHble
namsiTku, 0630pbl HOPMaTMBHO-NPABOBOrO PErynMpoOBaHNA aHHOM cdepbl U MHGOPMaLMIO O
aKkTyanbHbIX MEPONPUATUSAX U COBLITUAX B JaHHOW cdepe.

B xope npoBeneHust EauHoro ypoka no 6esonacHocTtu B cetu "MIHTepHeT" pekomeHnayeTcs
obecnevnTb BbINYCK TEMATMYECKOro BbiMyCcKa cpeacTBa MaccoBOWn MHopMauumn nmbo cepum
nyoénukauumn, cpeam KOTopbiX pacCMOTPETbL OPraHM30BaHHbIE MEPONPUATUA ANA 0byyaroLwmMxcs, nx
poauTenen (3akoHHbIX NpeacTaBuTenen) u negarormn4eckon obLEeCTBEHHOCTH.

OdmumanbHblie UHTepHeT-pecypcbl

O6uweobpasoBaTenbHbIM OpraHu3aLmsiM pekoMeHayeTcs Ha CBouX ouumnanbHbiX MHTepHeT-
pecypcax obecneuntb PYHKUNOHUPOBAHME CaMOCTOATENBHOMO U Cneumanm3npoBaHHOro pasgena
"MIHhopmaumoHHas 6e3onacHOCTL", B paMKkax KOTOPOro NpegyCcMoTpeTb pasmeLleHne
cnegyroLwen nHpopmaumm:

dopmat
npencTaBneHus
N Pasgen/nogpasgen mMaTepuanos CopepxaHue matepuanos
PaameLuatoTcs Konun JOKYMEHTOB, T.€.
CKaHMPOBaHHbI BapnaHT JOKYMEHTa,
JlokanbHble HOpMaTUBHbIE COOTBETCTBYHOLWMI TpeboBaHUAM K NapameTpam
aKkTbl B chepe CKaHupoBaHuA. PasmeLuatoTca JOKYMEHTHI,
obecne4veHuns perrnameHTUpyoLne opraHmsaumo n paboTty ¢
NHGOPMaLOHHON Konun nepcoHanbHbIMU JaHHBIMU, NNaHbl MEPONPUATUIN
BesonacHocTn OOKYMEHTOB B no obecnevyeHno NHPOPMaLNOHHON
1.06yyatowmxcs dopmaTte *PDF  6e3onacHocTu oby4varomnxcsa n gpyrue.
[My6nuKkytoTCs akTyanbHble CBe4EHUS O
defiepanbHbIX U perMoHarnbHbIX 3aKoHaXx,
nMCbMax opraHoB BlacTu 1 gpyrne HOpMaTUBHO-
npaBoBble JOKYMEHTbI, pernaMmeHTupyroLme
obecneyeHne nHgopmaumoHHom 6e3onacHoOCTH
HecoBepLUeHHONeTHUX. [lonyckaeTcs BMeCTO
Konuu KOnnin pasmMeLLiaTb rmnepcebifikv Ha
HopmaTusHOe OOKYMEHTOB B COOTBETCTBYHOLLME AOKYMEHTbI Ha canTax
2.perynuposaHue dopmaTte *PDF  opraHoB rocygapCTBEHHOW BNacTu.
TexkcT Ha PasmeluaroTca meTogmyeckme pekomeHgaumm n
CTpaHuue canta ykasblBaeTcs MHopMaums 0 MePONPUATUSIX,
[Meparornyeckum Konuu npoekTax 1 nporpammMax, HanpasJSieHHbIX Ha

3.paboTHUKam AOKYMEHTOB B MOBbILLEHNE MHPOPMALIMOHHON FPaMOTHOCTH



dopmate *PDF  neparormyeckmx paboTHUKOB.
Pa3mewaeTtca nHpopmaumnmoHHas namaTka
(npunoxexue N 2) n ykasbiBaetca nHpopmaums o
MEepPOoNPUATUSX, MPOEKTax 1 NporpaMmmMax,

TekcT Ha HanpaBfeHHbIX Ha NOBbILLEHNE NHHOPMALIMOHHOM
4.06yyarowmmces CTpaHuLe canTa rpamMmOTHOCTU 0BOy4vatoLLMXCA.
Pogutensam (3akoHHbIM
npeacTaBUTENAM) TekcT Ha Pasmellaetcs nHpopmalMoHHasa namsaTka
5.06y4atomxcs cTpaHuue canta (npunoxeHune N 3).
PasmelLaetca nHgopmaumsa o pekomeHayemblX K
ncnonb3oBaHuio B y4ebHOM npoLecce
HeTckne 6e3onacHble TekcT Ha BGe3onacHbIx cantax, 6aHHepbl 6e3onacHbIX
6.canTbl CTpaHuue canta [OeTCKUX CanToB.

OpraHam, ocyLecTBNAKLWNM yrnpasneHue B cpepe obpasoBaHUs, pekoMeHayeTCs Ha CBOUX
oduuymanbHbix MIHTepHeT-pecypcax obecneuntb PyHKLNOHNPOBaHME CaMOCTOATENBHOIO U
cneunanuanpoBaHHoro pasgena "MHdopmaumoHHas 6e3onacHOCTL", B paMmkax KOTOpPOro
npegycMoTpeTb pasMeLleHre criegyrowen nHpopmaummn:

MpunoxeHne N 1

NAMATKA ]
ONs OBYYAIOLMXCS OB MH®OPMALIMOHHOW BE30MACHOCTM AETEM

HEJ1b3A

1. Bcem nogpsia coobuiatb CBOK YacTHYHO MHopMaunio (HacToswmue ums, dpammnuio, TenedoH,
aZpec, HOMep LWKOMbI, a Takke goTorpadum CBOU, CBOEN CEMbM U APY3EN);

2. OTKpbIBaTb BNOXEHHbIE (halnbl 3NEKTPOHHOW NOYThI, KOr4a He 3Haellb OTNpaBUTENS;
3. IpybuTb, NpuanpaTbCs, okasbiBaTb AaBMNEHME - BECTU cebsi HEBEXITMBO N arpeCCUBHO;

4. He pacnopsikanca geHbramm TBOen ceMbmn 6€3 paspeLleHns cTapLlinx - BCcerga cnpaiumBan
poaunTenen;

5. He BcTpeyvarica ¢ IHTepHeT-3HaKOMbIMU B pearibHOW XXM3HU - MOCOBETYNCHA CO B3POCSIbIM,
KOTOpPOMY [OBEpPSELLb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpaesay B MIHTepHeTe - coobm 06 3ToM CBOUM
poaUTENAM UK ONeKyHaM;

2. MpurnawatoT nepenncbiBaTbCsl, Urpatb, 0OMeHMBATLCS - NPOBEPL, HET NN NOABOXA;
3. He3akoHHOe konupoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocCsibiM 0 Npobriemax B CETU - OHWU BCerga noMoryT;

5. Mcnonb3yi HacTporkn 6e30nacHOCTM 1 NPUBATHOCTU, YTOObLI HE MOTEPSITb CBOM aKKayHTbl B
couceTsIX U ApyrMx nopranax.

MO>XHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Nonb3yelwbcs HTEPHET-UCTOYHNKOM - fienai CCbIfIKY Ha Hero;

3. OTKprBaIZ TOJIbKO T€ CCbIJTIKA, B KOTOPbLIX YBEPEH;



4. O6LLaTbCA 3a NOMOLLLHO B3POCIbIM - POAMTENM, ONEKYHbl U aAMUHUCTPaUUs canToB Bceraa
NOMOTYT;

5. Nponan obyyeHme Ha canTe "CeTeBMYoK" 1 NoNyyYn nacnopTt LMGPOBOro rpaxgaHuHa!
Mpunoxexne N 2

MHO®OPMALMOHHASA NMAMATKA
AnA obYYAKOLWUNXCA AnA PASMELLEHUA
HA OPULIMATIBHBIX MHTEPHET-PECYPCAX

C KaxkgblM rogoM Monoaexu B UHTEPHETE CTaHOBUTBLCS BonbLUe, a LUKONbHUKA OOHWN N3 CaMblX
aKTUBHbIX Nonb3oBatenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOrO KOfM4YecTBa BO3MOXHOCTEN,
WHTEpPHET HeceT U Npobnembl. 3Ta NaMsaTKa AoSMKHa NOMoYyb Tebe 6e3o0nacHO HaXOAUTLCH B CETH.

KOMI'IbI-OTeprIe BUPYCbI

KoMnbloTepHbI BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMM, OTNINYUTENBbHON
0COBEHHOCTbLI0 KOTOPOW ABNSAETCA CNOCOBHOCTb K pa3MHOXEHUIO. B JononHeHWe kK 3ToMy, BUPYChI
MOFYT NOBPEAUTb UM NOSTHOCTLI0 YHUUTOXUTL BCE haiinbl U faHHbIE, NOAKOHTPOSbHbIE
nonb3oBaTesnto, 0T MMEHM KOTOPOro Bbina 3anylieHa 3apa)keHHas nporpaMma, a Takke
NMOBPEAUTb NN Aaxe YHUYTOXUTb OnepauMoHHY CUCTEMY co BceMu channamm B Lienom. B
GOMbLUMHCTBE CIyYaeB pacnpoCTPaHSITCS BUPYChl Yepes NHTEPHET.

MeToapl 3aunTbl OT BPEAOHOCHbLIX NPOrpamMmMm:

1. Vicnonb3yi coBpeMeHHble onepalMOHHbIE CUCTEMbI, UMEtoLME CePbe3HbIN YPOBEHb 3aLluTbl OT
BPEeOOHOCHbIX Nporpamm;

2. NocToAHHO ycTaHaBnNuBam nadTu (LMgpoBsble 3annaTku, KOTopble aBTOMaTUYeCKU
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrme o6HOBNEHMSI CBOEWN OnepaunuoHHOM
cucteMbl. CkaumBam Ux TONbKO C odomumansbHoOro camta paspabotydnka OC. Ecnu cywecTteyeT
PEXMM aBTOMaTM4YECKOro O6HOBNEHUS, BKITHOUN €rO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamu NMosfb30BaTeNs, a He agMUHUCTPaTopa. ATO He
No3BONUT BONbLUMHCTBY BPEAOHOCHbLIX MPOrpamMm MHCTanIMpPoBaTbLCS Ha TBOEM NEePCOHaNIbHOM
KOMMbloTEpeE;

4. Vicnonb3yn aHTUBMPYCHbIE NPOrpamMMHble NPOLYKTbl N3BECTHLIX MPOU3BOAUTENEN, C
aBTOMaTn4yecknm obHoBneHnem 6as;

5. Orpan-lb (*)I/I3I/I‘-IeCKI/II7I OOCTYMN K KOMMbOTEPY ANA NOCTOPOHHUX JTALL;

6. Nlcnonb3yn BHELWHNE HOCUTENW MHGOPMaLUUK, Takme Kak doneLuka, AUCK unu amn ma
WHTEpPHEeTa, TOMbKO N3 MPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE ddaunrbl, MOMYyYEHHbIE N3 HEHAAEXHbIX UICTOYHUKOB. [laxe Te
hannbl, KOTOPbIE NpUcan TBOM 3HAKOMbIN. Jlyylle yTOYHM Yy HEero, oTnpaensn nm oH Tebe nx.

Cetun WI-FI

Wi-Fi - 3TO He BMA nepenayn gaHHbIX, He TEXHOMNOrUs, a Bcero nuwb 6pena, mapka. Ewe B 1991
rogy Huaepnangckasi KomnaHus sapernctpuposana openg "WECA", yto o6o3Havano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoguTcs Kak "6ecnpoBogHas TOYHOCTb".

[lo Hawero BpemMeHn gowuna gpyras abbpesmnaTtypa, KoTopasi SIBMSIETCA TAKOW Ke TEXHONOIMEN.
9710 abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO JaHO C HAMEKOM Ha CTaHOapT BbiCLUEN
3ByKkOBOM TexHukn Hi-Fi, 4To B nepeBoge o3HavaeT "BbicoKas TOYHOCTL".



[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadhe, OTeNsIX 1 a3ponoprax ABASETCS OTAMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe akcnepTbl cunTatoT, 4to obwenoctynHble Wi-Fi
ceTun He aBnATca 6e3onacHbIMN.

CoseTbl No 6e3onacHocT paboTbl B 06wWwenocTynHbIX ceTax Wi-fi:

1. He nepegasan cBoto nuyHyto nHdopmaumo yepes obwenoctynHole Wi-Fi cetn. PaboTtas B HuX,
XenaTtenbHO He BBOAUTb NAponun AOCTYNa, NIOMMHbI U Kakne-To HoMepa;

2. Ncnonb3yn n o6HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuilb cebs OT 3aKayky BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ncnonbsoaHumn Wi-Fi oTkntoum coyHkumio "O6wmi goctyn K cbarinam n npuHtepam".
HaHHas dyHKUMA 3aKpbiTa N0 YMOMYaHUIO, O4HAKO HEKOTOpPbIE NOMNb30BaTENN aKTUBMPYIOT ee Angd
yaobcTBa ucnonb3oBaHus B paboTe nnu yyebe;

4. He ncnonbayn nyénunyHbin WI-FI ana nepegayn nuyHbIX AaHHbIX, HANpUMep Ans Bbixo4a B
counarbHble CETU NN B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmuieHHoe coeamnHeHne Yepesd HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoau MMeHHo "https:/";

6. B MmobunbHom TenedoHe oTkntoun dyHkumio "Moakntodenne Kk Wi-Fi atomaTtudeckun”. He
Aonyckan aBToMaTMyeckoro noaknoyeHuns ycrponctaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTtu

CoumanbHble ceTU akTUBHO BXOASAT B HaLly XXW3Hb, MHOTME fntoau paboTaloT U XUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apernctpmposaH Munnuapg YenoBek, 4To SBAgeTcs 0OgHOM
ceabMou Bcex xutenen nnaHetol. MHOrme nonb3oBaTesiv He NOHUMAKT, YTO MHGOpPMaUVS,
pasMeLleHHas UMK B coumarnbHbIX CETAX, MOXET OblTb HaeHa U UCNOSb30BaHa KEM YrogHo, B
TOM 4Yncre He obsa3aTernibHO ¢ 61arMMm HaMepeHNAMMU.

OcHoBHble coBeTbl N0 6E30NaCHOCTN B COUManbHbIX CETSX:

1. OrpaHunyb cnucok apysen. Y 1ebda B Apy3bsX HE A0SMKHO BbITb CriydanHbIX U HE3HAKOMBbIX
nmoaem;

2. 3awmuian cBOK YacCTHYH XN3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXOEHUSA N OPYIYHO MNYHYIO MHGOPMaLUMIO. 3r0YMbILLIIEHHUKMA MOTYT UCMNOSIb30BaTb AaXe
MHdOPMaUUIO O TOM, Kak Tbl U TBOWM pOaUTENN NNaHMPyeTe NPOBECTU KaHUKYNbI;

3. 3awmuian ceo penyTaumio - AEPXM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen 6ol Thl,
4yTOObI ApYyrne Nonb3oBaTeENN BUAENWN, YTO Thl 3arpyaelwb? [Nogyman, npexage 4Yem 4to-To
onybnukoBaTb, HanNnUcaTb 1 3arpy3nTb;

4. Ecnu Tbl rOBOPULLIb C MOABbMMW, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOE pearibHoe UMS U
APYryH NNYHYI0 MHOPMaLMN: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U npoyee;

5. N3beran pasmeleHns goTtorpacdui B IHTepHeTe, rae Tbl M306paXkeH Ha MECTHOCTU, MO
KOTOPOW MOXHO onpeaenuTb TBOE MECTOMONOXEHUE;

6. Mpwu perncTpaunm B coumanbHON ceTu HeoBXoaNMO UCNONb30BaTb CIOXKHbLIE MapOnK,
cocTosime 13 6ykB 1 LMp U C KONMYECTBOM 3HAKOB He MeHee 8;

7. nsa coumnanbHOM ceTu, NoYThbl U APYrMX canToB HEOOXOAMMO UCMOMNb30BaThb pasHble Naporu.
Torga ecnu Tebs1 B3NoMatoT, TO 3710YMbILLMIEHHVKN NONy4YaT AOCTYN TOMNbKO K OAHOMY MECTY, a He
BO BCe cpasy.

ONEKTPOHHbIE AEHbMN



OnNEeKTPOHHbIE AEHBLIN - 3TO OYEHb YAO0OHbIV CNOCo6 NnaTexemn, OAHAKO CyLLECTBYIOT MOLLEHHUKN,
KOTOpbI€ XOTAT NOMyYUTb 3TN AEHbIW.

3J'IeKTp0HHbIe OeHbrn noaBmiincb coBcemMm HeaaBHO U MUMEHHO MN3-3a 3TON0 BO MHOIMMX
rocygapcrteax o CUX nop He rnpornncaHo npo HMX B 3aKOHax.

B Poccuu xe oHu (byHKLI,I/IOHI/IpyI-OT N O HUX yiKe MNMpornncaHo B 3aKOHE, rae X pa3gendroT Ha
HECKONbKO BMOOB - aHOHUMHbIE N HE @aHOHUMHbIE. Pa3sHuua B TOM, YTO @aHOHUMHBbIE - 3TO Te, B
KOTOpPbIX pa3peliaeTcd nposoanTb onepaunn bes I/ILl,eHTI/I(bI/IKaLI,I/II/I nofib3oBaTersid, a B
HEAHOHNMHbIX VID,eHTl/I(pVIKaLI,VIﬂ nonb3oBaTtens aBngeTca obs3aTenbHON.

Tarke cneayeT pasnuyaTb 3MEKTPOHHbIE dnaTHbIE AeHbIM (PaBHbI FOCYAapCTBEHHLIM BantoTam)
N 3NEKTPOHHbIE HE(UATHbIE AEHbIM (HE paBHbl FOCYAAapPCTBEHHLIM BaroTam).

OcHoBHble coBeTbl No 6e3onacHoi paboTe ¢ ANEKTPOHHBIMU AeHbramu:

1. MpuBsXKM K cHETY MOBUINBHBIN TenedoH. 3TO caMbln YAOOHbIN U BbICTPbIN Cnocob
BOCCTAHOBWUTb AOCTYN K cyeTy. [NprBA3aHHbIN TenedoH NOMOXeT, ecniv 3abyaellb CBON
nraTeXxHbl Naposb U 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA,

2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoga Ha yCUNEHHYIO aBTopM3aunio Tebe yxe He
OygeT yrpoxaTb ONacHOCTb KpaXkn Unv nepexasaTa nraTteXxHoro naporns;

3. Bbibepu cnoxHbin naponk. [NpectynHukam 6yaeTt He NpoCTo yragaTh CROXHbIW Naporib.
HagexHble naponu - 3To Naponun, KoTopble coaepXaTt He MeHee 8 3HaKOB M BKNOYaloT B cebs
CTPOYHbIE U MPOMUCHbIE BYKBbI, LGPl U HECKOSTbKO CMMBOJSIOB, Takne Kak 3Hak gosinapa, yHTa,
BOCKNMUAaTENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NIMYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBEpPSELLb.
OneKkTpoHHas noyTa

ONeKTpOoHHas NoYTa - 3TO TEXHONOrMSA U NpPeaocTaBrisieMble el YCnyru no nepecoblfike u
NOJSTYYEHMIO ANEKTPOHHBIX COOBLLIEHUI, KOTOPbIE pacnpenensitoTCs B KOMNbIOTEPHON CETW.
O6bIYHO 3MEKTPOHHBIV MOYTOBLIN ALWMK BbIFNAANT CrieayoLwmm obpasom:
UMs_Nonb3oBaTena@ums_aomMeHa. Takke KpoMe nepegaym NpocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepenasartb hannol.

OcHoBHble coBeThbl No 6e3onacHon paboTe ¢ 3NEeKTPOHHOM NOYTOMN:

1. Hago BbIbpaTb NpaBunbHbIV NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBIV BbIGOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO Nyylle JOBEPSTb TeM, KOro 3Haellb U KTO Nepsbi B
PENTUHTE;

2. He ykasbiBay B NMYHOM NoYTE NUYHY0 MHdopmaumo. Hanpumep, nyydwe BoibpaTtb
"My3blkanbHbI_paHaT@" unu "pok2013" BmecTo "tema13";

3. Vicnonb3yn aByxaTanHyto aBTopM3aumo. ATO Koraa NOMMMO Napons HY>KHO BBOAWTb KOA,
npuceinaemsin no SMS;

4. Bbibepu cnoxHoln naposb. Ans kaxaoro NoYToBOro silMka AOMKEH BblTb CBOWM HaOEXHbIN,
YCTOMYUBBIN K B3NIOMY Naporib;

5. Ecnu ecTb BO3MOXHOCTb Hanmcatb CaMOMY CBOW JINYHbIN BONPOC, UCMNOSMb3YN 3Ty
BO3MOXHOCTb;

6. Nlcnonb3yn HECKOMNBbKO NOYMTOBbLIX ALWKMKOB. MepBbI AN1si YaCTHOM NepPEnNCKN ¢ agpecaTtamu,
KOTOPbIM Thbl AOBEpPSELLb. DTO NEKTPOHHbIN agpec He Ha4o NCMOMb30BaTb NPU perucTpaunmn Ha
dopymax n cantax;



7. He oTkpbiBan danrnbl U Apyrue BroXeHUs B NMCbMax, Aaxke eCcrnn OHU NpULLIIM OT TBOUX
apysen. Jlydwe yTouYHn y HUX, OTNPaBnsnn N oHn tebe atn hannsi;

8. Nocne okoH4YaHMa paboTbl HA NOYTOBOM CEPBUCE Nepe 3akpbITUEM BKNAAKM C CAuTOM He
3abyab HaxaTb Ha "Bbiitn".

KM6€p6yJ’IJ’IMHF nnn BupTyarbHOE N3aeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHme coobLieHnsaMu, cogepKalinmm ockopbneHms, arpeccutio,
3anyrmBaHue; XynmraHcTBO; counanbHoe 60MKOTUPOBaHME C MOMOLLIbIO Pa3fIMYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kKNbepObynNMHIroMm:

1. He 6pocaiicsa B 6on. Jlyywimii cnocob: nocoBeToBaTbCS Kak cebsi BECTU U, €CNKN HET TOro, K KOMY
MOXHO 0OpaTuTbCA, TO BHaYane ycnokonTbca. Ecnuv Tbl Ha4YHeLWb O0TBEYaTb OCKOPOBIEeHNAMMN Ha
OCKOpBSIeHMs1, TO TONbKO eLLe 6osble pa3oxKeLlb KOHINKT;

2. Ynpaensun cBoen knbeppenytaumnen;

3. AHOHMMHOCTb B CETU MHMUMas. CyLIJ,eCTBy}OT cnocobbl BbIACHUTb, KTO CTOUT 38 aHOHUMHbIM
aKKayHTOM;

4. He cTouT BeCTU xynuraHckum obpas BUpTyanbHOW XU3HU. IHTepHeT domKcnpyeT BCce TBOU
AENCTBUS U COXpaHAaeT nx. Yaanutb nx Oyaet kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBot BUPTYyarnbHYH YeCTb CMOSIOAY;

6. UrHopupyn egmHnyHbIN Heratme. OQHOpPa30BbLle OCKOPOUTENbHbIE COOBLLEHUSA NyyLle
urHopupoBaTb. OBbI4HO arpeccusi NpekpaLwaeTca Ha HavYanbHOW cTaguu;

7. BaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMU COOBLLIEHMAMW, B COLIMANbHBLIX CETSX
€CTb BO3MOXHOCTb GITOKMPOBKM OTNPaBKM COOBLLEHWIA C ONPeaeneHHbIX aapecoB;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBoM AENCTBMUS: BLICTYNUTb NPOTUB NpecneaoBaTens,
nokasaTb €My, YTO ero AenCcTBUS OLEHNBAKOTCA HEraTMBHO, NOAAEPXaTb XePTBY, KOTOPON HYXHa
rcuxonormyeckas nomoLLb, COOBLLMTbL B3pOCbIM O dhaKTe arpecCUBHOIO NOBEAEHNS B CETMU.

MobunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI U NNaHLWeTbl cofepkat B cebe BnosiHe B3pocrbli yHKUMOHAnN, U
Tenepb OHWM MOTYyT KOHKYPUPOBATb CO CTaLMOHapPHbLIMU KoMbloTepamn. OaHaKo, CPeaACTB 3aluThbI
Ansi NOA06HbIX YCTPONCTB Noka 04eHb Maro. TecTUpoBaHUE M NMOUCK YSI3BUMOCTEN B HUX
NMPOUCXOONT He Tak MHTEHCMBHO, Kak ans MK, To e caMoe kacaeTcsl U MOBUIbHbIX MPUNOXKEHWIA.

CoBpeMeHHble MobunbHble Bpay3epbl ke NPakTUYeckn JOrHann HacTosbHble aHanoruM, ogHako
paclumMpeHune yHKUMOHana BneyeT 3a cobor 60MbLUy0 COXHOCTb Y MEHbLLYHO 3aLLMLLEHHOCTb.

[laneko He Bce Npon3BOANTENN BbIMyCKaloT 0OHOBMNEHMS, 3aKpbIBaKOLLME KPUTUYECKUE
yS1I3BMUMOCTW ANs1 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTM MoOBUNbHOro TenedoHa:

Huyero He siBnsieTcs no-HacTosileMy 6ecnnatHbiM. Byab ocTopoxeH, Beab koraa tebe
npennaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO MraTHble YCryru;

Adyman, npexge 4yem otnpaButb SMS, boTo nnu Bugeo. Tbl TOYHO 3HaelWb, rae oHn dyayT B
KOHEYHOM uTore?

Heobxoanumo o6HOBNATL OnepaLMOHHY0 CUCTEMY TBOEro CMapT(OoHa;



Mcnonb3yin aHTMBUPYCHbIE NporpamMMbl Ang MobunbHbIX TenedgoHoB;

He 3arpyxaw npunoXeHusi OT HEM3BECTHOIO UCTOYHMKA, BE€Ab OHN MOTYT coaepKaTb Bpe4OHOCHOEe
nporpammHoe obecneveHune;

[Mocne TOro Kak Tbl Bbl4€eLb C canTa, rae BBOAWUIT NNYHYO MHopMaLmio, 3anan B HACTPOMKN
Gpaysepa u yganu cookies;

I'Iepwo,u,mquKvl I'IpOBGpFIVI, Kakue rnraTtHble YCIyrn aktTuBupoBaHbl HA TBOEM HOMEPE;

[aBaii cBoi Homep MOBUbHOro TenedoHa TOMbKO NOASIM, KOTOPbIX Thbl 3HAELLb U KOMY
[AOBepsieLLb;

Bluetooth gomxeH GbITb BbIKMOYEH, KOrAa Tbl UM He Nonb3yelwbes. He 3abbiBan nHoraa
NpoBepPATL 3TO.

Online wvrpbl

CoBpeMeHHble OHMNaH-Urpbl - 3TO KPaco4Hble, 3axBaTbiBalOLME pasBneYvyeHust, 0o beanHsoLne
COTHM TbICSIY YENOBEK N0 BCEMY MUPY. MIrpoKM nccrenytoT AaHHbIN UM MUp, obLiatoTest Apyr ¢
APYroM, BbIMOSMHAOT 3afaHUs, cpaXkaltoTcsl C MOHCTPaMU U NOMyYatoT onbIT. 3a yA0BONLCTBUE OHU
NNaTAT: NOKynaT AUCK, onradvBaloT aboHEMEHT N NpuobpeTatoT Kakne-To OnLmMn.

Bce aTu cpeacTBa nayT Ha noaaepkaHue v pasBuTUE Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK, BbIMYCKaOTCS HOBbIe NaTyu (LMdPOBbLIe 3annaTku
Ans NporpaMm), 3akpblBaloTCcs YsI3BUMOCTU CEPBEPOB.

B nogo6HbIX Urpax cToMT onacaTbCsi He CTONbKO CBOMX COMEPHMKOB, CKOSbKO KpaXku TBOErO
naposs, Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumy 6onbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTN TBOEro UrpoBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaet tebe HeNnpUATHOCTU, 3abNOKMPYN ero B
CMUCKE UIPOKOB;

2. I'Io>|<any|7|09| aaMUHUCTPAaTopaM Urpbl Ha rnJioxoe noBegeHmne 3Toro Urpoka, XenartesibHo
NPUINOXNTb KakKne-T1o JoKa3aTesibCTBa B BUOE CKPUHOB,;

3. He ykasbiBan nMyHyo nHopmaumo B npodansie nrpbl;
4. YBaxan opyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnvBamn HeomumnanbHble naTtin n Moapl;

6. Nlcnonb3yn cnoxHble U pasHble naponu;

7. Daxe BO BpeMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. MNoka Tbl nrpaellb, TBOWU KOMMbKOTEP
MOTyT 3apa3nTb.

OUWIMHT nnn Kpaxa JIN4YHbIX JaHHbIX

O6bI4HOM KpaXken OeHEer 1 JOKYMEHTOB CEroAHS Y>Ke€ HUKOro He yaAMBULb, HO C pasBUTMEM
WHTEPHET-TEXHONOMIN 3rI0YMbILLIIEHHUKM NEPEMECTUNIUCE B MHTEPHET, 1 NPOAOIIKaoT
3aHMMmaTbcesa "nobumbiM" genom.

Tak nosiBunacb HoBasi yrpo3a: MHTEPHET-MOLLIEHHNYECTBA MW (PULLKHT, rNaBHas Lenb KOTOporo
COCTOUT B NOSTyYEeHUN KOHMAEHUMANbHbIX 4aHHbIX NONb30oBaTenen - NOrMHOB 1 naponen. Ha
aHrnunckoMm s3bike phishing untaetca kak guwmHr (ot fishing - peibHas nosns, password -
naponsb).

OcHoBHble coBeTbl No bopbbe ¢ PULLIMHIOM:



1. Cneamn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, Y4TO TBOS aHkeTa Obina B3fnioMaHa, To
HeobxoanMo 3abnokMpoBaTh €€ U COO0LWMTL afMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO
ckopee;

2. |/|CI'IOJ'Ib3yI7I B©e3onacHble Beb-canTbl, B TOM YMCIE, MHTEepPHET-MarasmHoB U NMOUNCKOBbIX CUCTEM;

3. Vicnonb3yn crnoxHble 1 pa3Hble naponu. Takum obpasom, ecnm Tebsi B3nomatoT, TO
3M10YMBbILLMEHHMKN NofyyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To HeobxoaMmMo nNpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble
AoGaBneHbl y Tebsi B ApY3bsix, O TOM, YTO Tebs B3nomarnu 1, BO3MOXHO, OT TBOEro MMeHu GyaeT
paccbinaTbCs cnaM U CCbISTKN Ha OULLMHIOBbIE CalThl;

5. YctaHoBu HagexHbii naponb (PIN) Ha MoOBunbHbIN TeNnedoH;
6. OTknouN coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan danrnbl U Apyrue BroXeHUs B NMCbMax, Aaxke ecinin OHU NpULLIIM OT TBOUX
apyaen. Jlydle yTouYHN y HUX, OTNpaBnsnn N oHn tebe atm hannol.

Lindpposag penytaums

LindppoBas penytaums - 370 HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytowasa nHgopmaums, pasMmeLleHHas B UHTEpPHETE, MOXET Cepbe3HbIM 06pa3om
OTPasnTbCH Ha TBOEeW pearnbHON Xn3HW. "Linposas penytaumsa” - 3To TBOM UMUK, KOTOPbIN
dopmMmupyeTca n3 Hgopmauum o Tebe B UHTEPHeTE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBoe (PMHAHCOBOE NOSIOXEHNE, 0COBEHHOCTU XapakTepa U
pacckasbl 0 6rIM3KMX - BCE 3TO HaKanmMBaeTCs B CETMW.

MHorne nogpoCTKMN NIErKOMbICITIEHHO OTHOCATCS K Ny6nukauum nn4yHon nHpopmauumn B IHTepHeTe,
He NOHMMasa BO3MOXHbIX MOCNeACTBUN. Thl Jaxe He CMOXeLlb JoragaTtbCa O TOM, YTO
doTorpadums, pasmelleHHas 5 net Hasag, ctana NpMYMHOM OTKasa NpuHATL Tebst Ha paboTy.

KommeHTapun, pasmelleHne TBomx ootorpadoum n gpyrme eNCTBUS MOTyT HE UCYE3HYTb Jaxe
nocrne Toro, Kak Tbl UX yaanuib. Tbl HE 3Haellb, KTO COXpaHWUIl 3Ty MHpopmauuio, nonana nun oHa
B MOMCKOBbIE CUCTEMbI M COXPaHUNACh S OHa, a rMaBHOE: YTO NoayMatoT 0 Tebe okpyxatowime
nogun, KoTopble HanQyT U yBUOAT 9T0. HanTn nHopmauuo MHOMoO fieT CnycTss CMOXeT ftobon -
Kak n3 gobpbix NOBYXOEHWI, TaK U1 C HAMEPEHNEM MPUYMHUTL Bpen. OTO MOXET ObITb KTO YroaHo.

OcCHOBHbIE COBETLI MO 3aLMTE LNMPPOBON penyTaLmnm:

1. Mogyman, npexae 4em 4To-To NyGnmMkoBaTh U NepeaasaTtb y cebs B 6nore unm B coumansHOM
ceTu;

2. B HacTpoukax npomnsa yCTaHOBWN OrpaHNYeHns1 Ha NPOCMOTP TBOEro Npodunda n ero
coaepXnmoro, caenamn ero Tornbko "ans apysen”;

3. He pasmellan n He ykasbiBan MHOPMaLMIO, KOTOpasa MOXET KOro-nmbo ockopbnaTb nnm
obwxaTb.

ABTOpCKOE npaBo

CoBpeMEeHHbIe LLKOMbHUKM - aKTUBHbIE NONb3oBaTeN LMdPOBOro npoctpaHcTea. OgHako aaneko
He BCe 3HaloT, YTO NONIb30BaHNE MHOTMMU BO3MOXHOCTAMU LIMGOPOBOro Mupa TpebyeT
cobntogeHust NpaB Ha MHTENNEeKTyanbHyt0 COOCTBEHHOCTb.

TepmuH "MHTENNeKkTyanbHass CO6CTBEHHOCTL" OTHOCUTCS K Pas3fNYHbIM TBOPEHUAM
4YesfloBEeYEeCKOro yma, HaumHasi C HoBbIX M300peTeHnin 1 3HaKoB, 0603HavalLMX COOCTBEHHOCTbL Ha



NnpoayKTbl N yCNyru, N 3akaH4mnBad KHUramu, CbOTOFpad)I/IFIMVI, KI/IHOd)I/IJ'IbMaMI/I N My3blKalribHbIMU
npon3BegeHnAaAMNn.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEeKTyarnbHy0 COGCTBEHHOCTb Ha NPOMU3BEOEHUS HAYKN,
nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUM TOro, YTo
MHTENNEeKTyanbHbIN/TBOPYECKMIA TPy aBTopa He GyaeT HanpacHbIM, 4acT eMy crnpaBeasivBble
BO3MOXHOCTW 3apaboTaTb Ha pe3yribTaTtax CBOero Tpyaa, NofyyYnTb U3BECTHOCTb U NPU3HaHMe.
HukTo Ge3 paspelleHunss aBTopa He MOXET BOCNPOU3BOAMTL Ero Npov3BeAeHne, pacnpoCTpaHsiTh,
ny6rM4YHO 4EMOHCTPUPOBATL, NpoAaBaTh, MMMNOPTMPOBaTb, MyckaTb B NpoKaT, Ny6nmn4Ho
UCMOSHATb, NOKa3blBaTL/UCMNOMHATL B 3dupe nnm pasmewatb B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHoOro obecneyeHmst MOXeT NPUBECTU K MHOTMM PUCKaM:
OT NOTEPU AaHHbIX K TBOUM akkayHTam 0o GrOKMPOBKM TBOErO YCTPOMCTBA, rAe YCTaHOBMeHa
HeneranbHas nporpamma. He ctouT Takke 3abblBaTb, YTO CYLLECTBYIOT NneranbHble 1 becnnatHble
nporpaMmmbl, KOTOpblE MOXHO HAaNTU B CETMW.

O noptane

CeTeBUYOK.p - TBOM rMaBHbIA COBETYUK B CETU. 34eCb Thl MOXeLUb Y3HaTb 0 6e30nacHOCTU B
CETU NOHATHBIM U AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKON CUTYyaLMM 0BpaTUTbLCS
3a coBeTOM. A Takxke NPUHATbL ydacTue B KOHKypcaXx U CTaTb CaMbiM LMPPOBbLIM rpakgaHNHOM!

Mpunoxexne N 3
NAMATKA Ona POOUTENENA OB MHOOPMALIMOHHOWN BE3OMNACHOCTU OETEU

OnpepeneHne TepmuHa "MHpopMaunoHHasa 6esonacHoCcTb aeTen" cogepxntca B PegepanbHOM
3akoHe N 436-93 "O 3awmTte geten oT MHopMaLmn, NPUYMHSIOLLEN Bpea UX 340POBbLIO U
pasBUTUIO", PEryrMpYOLLNM OTHOLLEHUS, CBSA3AHHbIE C 3alMTON AeTen OT MHGopMaLnu,
NPUYNHAIOLLEN Bpen UX 300POBbI0 U (Unn) pa3suTtuio. CornacHo JaHHOMY 3aKOHY
"MHgopMaumnoHHas 6e3onacHoCTb AeTen" - 3TO COCTOSAHME 3aLLMLLEHHOCTU, NPU KOTOPOM
OTCYTCTBYET PUCK, CBSAA3AHHbIN C NPUYNHEHNEM NHpPOpMaLMen Bpeaa ux 3gopoBbio U (Unun)
dU3N4EeCKoMy, NCUXUYECKOMY, YXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-93 nHdbopmaumen, NpUYNHAOLLIEN Bpen 340POBbHO U (Mnn)
pasBUTUIO AETEN, ABNAETCS:

1. HpopMaLMs, 3anpeLeHHas ans pacnpocTpaHeHnsa cpeay aeTen;

2. HcbopmaLmsi, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpeaun geTen onpeneneHHbIX
BO3pPaCTHbIX KaTeropun.

3. K uHbopmauum, 3anpeLLeHHON Ans pacnpocTpaHeHus cpeam geTen, OTHOCUTCS:

4. nHhopmaums, nobyxgarowasn 4ETEN K COBEPLUEHNIO 4EUNCTBUN, NPELACTaBNAKOLWMX Yyrpo3y nx
XW3HU 1 (UNKN) 30OPOBLID, B T.4. NPUYNHEHUIO Bpeda CBOEMY 300POBbI0, CAMOYOUNCTRY;

5. cnocoBHOCTb BbI3BaTb y AETEN enaHue ynoTpedbuTb HapKOTUYECKNE CcpeacTBa, NCUXOTPONHbIE
n (Mnn) ogypmaHuBaroLLme BellecTsa, TabayHble n3genus, ankorofibHy 1 CNMPTOCOAEPXKALLYHO
NpoAyKLUMIO, MMBO M HAaNUTKW, N3roTaBNIMBAEMbIE Ha €ro OCHOBE; NPUHATL y4acTue B a3apTHbIX
urpax, 3aHMMaTbCsl MPOCTUTYLMEN, OPOASKHNYECTBOM UM MOMNPOLUIANHNYECTBOM;

6. oboCcHOBbIBaKOLLAA UK onpasAbiBarolada AonyCTUMOCTb Hacumma m (I/IJ'IVI) XXecTokocTu nmbo
no6y>|<,qa+ou.laﬂ OCYLLeCTBIIATb HACUJTbCTBEHHbIE AENCTBUS MO OTHOLLEHMIO K NOASAM U XUBOTHbIM;

7. oTpuuatoLLas cemeliHble LEHHOCTU 1 (hopMUPYIOLLAs HeYBaXXeHNe K poanTensM 1 (Unu) apyrum
YyrieHam CembM;

8. onpaBibiBawolwad npoTnuBonpaBHOE noBegeHme,



9. cogepxallas HeLeH3ypHYto bpaHb;
10. cogepxalias MHopmaLunio NopHorpadn4ecKoro xapakrepa.

K MHdbopMauum, pacnpocTpaHeHne KOTOPO orpaHUYeHo cpeau AeTei onpeaeneHHoro Bo3pacTa,
OTHOCUTCS:

1. nHpopmaumsa, NnpeacrTaBngemas B Buae n3obpaxxeHusi Unm onncaHust XXeCTOKOCTH,
dun3nyeckoro n (MnNn) NCUXMYECKOro HaCUNNA, NPECTYNNEHNa UM NHOFO aHTMOOLEeCTBEHHOIO
JEencTBuS;

2. BbI3blBatoLLas y AeTen cTpax, yxac unu naHuky, B T.4. NnpeacraBnsemas B Buae U3obpaxeHus
NN ONUCaHUA B YHWXKAIOLLLEN YenoBeYeckoe AOCTOMHCTBO hopMe HEHACUNbCTBEHHOW CMEPTH,
3aboneBaHus, camoybuncTea, HeECHaCTHOro Crnyyas, aBapum Unu katactpodbl 1 (Unn) nx
nocneacTBui,;

3. npeacTaBnsemas B BUAe U3o0paeHUs UM onmcaHus NofoBbIX OTHOLLEHUIA MEXOY MYXXYMHOWN
N YKEHLNHOW;

4. cogepxallad 6paHHbIe CIoBa U BblpaXXeHund, He OTHOCALLUMUECA K HeLl,eH3ypH0[71 6paHM.

C yyeTom atoro Bam npegnaratotca npasuna paboTbl B ceTn HTEpHET ANa pasnnyHbIX
BO3PAaCTHbIX KaTeropun, cobnogeHne KoTopbix NO3BONUT obecnevnTb MHPOPMAaLMOHHYHO
©e3onacHOCTb BalIMX AeTEN.

O6wume npaBuna onsa poantenen

1. HesaBncumo ot Bo3pacta pebeHka ncrnonb3dynTte nporpammMmHoe obecreyeHne, nomorarLlee
UNbTPOBaTb U KOHTPONMPOBATbL MHPOPMAaLMIO, HO He norlaranTecb NOSTHOCTbIO Ha Hero. Bale
BHUMaHue K pebeHKy - rnaBHbIN MeTo 3aLunThbl.

2. Ecnv Baw pebeHoKk MeeT akkayHT Ha O4HOM U3 coumnarnbHbiX cepsucos (Livedournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTenNbHO N3yunTe, Kakyto MHPOPMaLMIO MOMELLAOT €ro
YYaCTHUKM B CBOUX Npochunsax n 6norax, Bknovas potorpadumn n Bugeo.

3. lNpoBepbTe, C KAaKUMK OpPYrMMn cantTamm CBs3aH coumanbHbli cepsuc Bawero pebeHka.
CtpaHunykmn Bawero pebeHka moryT ObiTb 6€30MacHbIMU, HO MOTYT U COAEPKATb CCbINKN Ha
HexxenaTesibHble U onacHble CanTbl (Hanpumep, MOPHOCAWNT, UK CanT, Ha KOTOPOM ApYyr
ynoMMHaeT Homep coToBoro TenedoHa Bawero pebeHka unu Baw gomaluHuii agpec)

4. Moowpsnte Bawwnx geten coobate 060 BCeEM CTPAaHHOM UIK OTTaNKMBaoLWEM U HE CITULLKOM
OCTpO pearnpymTte, Korga oHu 370 genatoT (M3-3a onaceHusi NoTepsiTb JOCTYN K VIHTepHeTy aeTu
He roBopsAT poaMTensaM O npobnemax, a Takke MoryT HadyaTb Ucnonb3oBaTb MHTEpPHET BHE AoMa 1
LLKOSbI).

5. byabTe B Kypce ceTeBou Xn3Hun Bawero pebeHka. HTepecynTech, KTO x Apy3bs B UHTepHeT
TakK Xe, KaKk MHTepecyeTeCb pearibHbIMU APY3bAMMU.

BospacTt ot 7 oo 8 net

B NHTepHeTe pebGeHok cTapaeTcsl NOCeTUTb T UMW UHbIE CaiTbl, 8 BO3MOXHO U YaTbl,
paspeLleHre Ha NoceLleHme KOTopbIX OH He nony4un 6bl OT poauTenen. Moatomy poanTensm
0cobBeHHO nonesHbl 6yayT Te 0TYEThI, KOTOPbIE NPeaOCTaBNATCA NporpaMMamMu Mo OrpaHNYEeHNIo
ncnonb3oBaHus MIHTepHeTa, T.e. POANTENbCKUIA KOHTPOMb UMK TO, YTO Bbl CMOXETe YBUAETb BO
BpeMeHHbIX dhainax. B pesynbTate, y pebeHka He GyaeT OLLyLLEeHUs, YTO 3a HUM BeaeTcs
MOCTOSIHHbIV KOHTPOSb, OQHAKO, POAUTENM ByayT NO-NPeXHEMY 3HaTb, Kakue canTbl nocellaeT Ux
pebeHok. [leTn B JaHHOM Bo3pacTe 06naaatT CUnbHbIM YyBCTBOM CEMbW, OHWU IOBEPYMBbLI U HE
CoMHeBatoTcsi B aBTopuTeTax. OHU NoBST nrpatb B CETEBbIE UMPbI U NyTELECTBOBATbL MO



MHTepHeTy, NCMNOJIb3yA 3JIEKTPOHHYIO MOYTY, 3aXO0AUTb Ha CalTbl U YaTbl, He pekoMmeHgoBaHHbIE
poanTenamMmn.

CoBeTbl N0 6e3onacHocTh B ceTn IHTepHeT ana aeten 7 - 8 net

1. Co3ganTe cnMcok JOMaLUHUX NpaBun nocelleHus VIHTepHeTa npu y4actumn geten n Tpebynte
€ro BbINOJSTHEHUS.

2. Tpebynte ot Bawwero pebeHka cobnogeHns BpeMEHHbIX HOPM HaXOXAEHWS 32 KOMMNbIOTEPOM.
Mokaxunte pebeHky, Yto Bbl HabnogaeTe 3a HUM He NOTOMY YTO Bam 3To xo4yeTcsd, a N0OTOMy YTO
Bbl 6ecnokounTtech o0 ero 6e3o0nacHOCTU 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkniodeHnem Kk IHTepHeTy OOMmKeH HaxoanTbCs B oOLen KoMmHaTe noa
NPUCMOTPOM poanuTenen.

4, |/|CI'IOJ'Ib3yI7ITe crieunarbHble AeTCKMNe NoncKoBble MalLUNHbI.

5. Ncnonb3ayite cpeacTtea 6NMokMpoBaHUs HeXernaTenbHOro KOHTEHTa Kak AOMNOMHeHue K
cTaHAapTHOMY PoauTenbCckoMy KOHTPOSIHO.

6. Co3gante CEMENHbIN SNEKTPOHHbIN ALWKK, YTOObI HE MO3BONNTL AETAM MMETb COOCTBEHHbIE
agpeca.

7. BriokupyiiTe gOCTyN K caiTam ¢ 6ecnnatHbIMU NOYTOBLIMU ALLIMKAMU C MOMOLLbHO
COOTBETCTBYIOLLErO NPOrpaMMHOro obecneyeHus.

8. MNpuyunTte geten cosetoBatbecs ¢ Bamun nepen onybrimkoBaHMeEM Kakon-nnmbo nHdpopmawumm
cpencTBaMu SNEeKTPOHHOW NOYTbI, YaTOB, PernMcTpaLmMoHHbIX (hopM 1 Npodusen.

9. Hayuute geten He 3arpyxaTb pansibl, nporpamMmmbl Unn My3blky 6e3 Ballero cornacusi.
10. He paspelwante getsMm Ucrnonb3oBaTh CNy>X0bl MTHOBEHHOMO 0OMeHa coobLeHnaMN.

11. B "6enbin" cnnucok cantoB, paspeLUeHHbIX A5 NOCeLWeHns, BHOCUTE TOSTbKO CanTbl C XOpPOoLUEN
penyTaumen.

12. He 3abbiBante 6ecegoBaTb ¢ AeTbMn 06 Ux Apy3bsx B IHTepHeTe, kak ecrnv Obl peyb wna o
APY3bsiX B peanbHON XNU3HW.

13. He genante "taby" n3 BonpocoB NOSIOBOW XU3HU, TaK kak B IHTepHeTe OeTu MOryT ferko
HaTKHYTbCS Ha NopHOrpaduio unu canTtol "onga B3pocsbix”.

14. Mpwnyunte Bawero pebeHka coobuiatb Bam O NOObLIX yrpo3ax Unu Tpeeorax, CBA3aHHbIX C
NHTepHeToM. OcTaBanTeCb CNOKOMHBIMW 1 HANOMHUTE AETAM, YTO OHM B 6€30MacHOCTU, ecnv
camu pacckasanu Bam O CBOUX TpeBorax. [loxBanuTte ux n nocoBeTymnTe NogOWTHU eLle pas B
nogoObHbIX cryvasx.

Boapact geten ot 9 go 12 nert

B naHHOM BO3pacTe OeTu, KakK npaBuiio, yXXe HacClblllaHbl O TOM, Kakas VIHC*)OpMaLI,VIFI cyecTtByeT
B MHTepHeTe. COBepLIJeHHO HOPpMarlibHO, YTO OHU XOTAT 3TO YBMAETb, NPOYECTb, YCNbIWLATb. |_|pI/I
9TOM HYXHO NMOMHUTb, YTO OO0CTYN K HEXeJlaTellbHbIM MaTepunanam MOXHO J1erko 386J'IOKI/IpOBaTb
npu nomMoLin cpeacTts Pogutenbckoro KOHTpPOIA.

CoBeTbl No 6e3onacHocTu ansa geten ot 9 go 12 ner

1. CosganTe CNUCOK AOMaLLHUX npaBun noceweHnd MHTepHeT npn yvyactmm neten n Tpe6yl7|Te
€ro BbINMOJIHEHUA.

2. Tpebywnte oT Bawero pebeHka cobnogeHnsi HOPM Hax0oXO4EeHMS 33 KOMMNbIOTEPOM.



3. Habniogante 3a pebeHkom npu paboTte 3a KOMNbIOTEPOM, MOKAXKUTE eMy, YTO Bbl
GecnokouTechb 0 ero 6e3onacHOCTU 1 Bcerga roToBbl 0kazaTb €My MOMOLLb.

4. KomnbloTep ¢ nogkntoveHnem B VIHTEpHET OOMKEH HaxoaMTbCsa B 00LLEN KOMHATe nog
NPUCMOTPOM poanTenen.

5. Ncnonb3ayite cpeacTtea 6NMokMpoBaHUs HeXernaTenbHOro KOHTEHTa Kak AOMNOMHeHue K
cTaHZapTHOMYy PoaunTenbCKoOMy KOHTPOSIO.

6. He 3abbiBanTe npMHMMaTb HENOCPEACTBEHHOE y4acTue B xun3Hu pebeHka, becegosaTtb C
aetbMu 06 nx opysbsax B MIHTepHeTe.

7. HactauBanTe, 4To6bl AETU HUKOTA4A HE COrnallanmch Ha JIMYHbIE BCTPEYN C APY3bSMM MO
NHTepHeTy.

8. MNosBonsanTe geTam 3axoauTb TONbKO Ha canTbl 3 "Genoro” cnucka, KOTOpbIN co3ganTe BMecTe
C HUMM.

9. MpuyynTte geten HUKOraa He BblaaBaTb NIMYHYK MHAOPMALMIO CpeacTBaMM 3NEKTPOHHOM
noYThbl, YaTOB, CUCTEM MIHOBEHHOIro obmMeHa coobLEeHNSAMN, PErMCTPALMOHHBIX POPM, JIUYHBIX
npodounen n npu pernctTpaumm Ha KoHkypcol B IHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO
OHW MOTYT CNyYanHo 3arpy3nTb BUPYCbl UM APYroe HexenaTenbHoe nporpaMmmHoe obecneyeHue.

11. Co3pante Bawemy pebeHKy orpaHMYeHHY0 y4eTHYH0 3anuch Ang paboTbl Ha KOMMbOTEPE.

12. MNMpwnyunte Bawero pebeHka coobuiatb Bam O NOObLIX yrpo3ax Unu Tpesorax, CBA3aHHbIX C
NHTepHeTOM. HanomMHuTe geTsm, 4To oHn B 6e30nacHOCTU, eCnn camu pacckasanu Bam O CBOUX
TpeBorax n onaceHusix.

13. PacckaxuTe getam o nopHorpadum B IHTepHeTe.

14. HactamBanTe Ha TOM, 4YTObbI JeTK NPeaoCTaBsanM Bam AOCTYM K CBOEN 3NEKTPOHHOM NoyTe,
4YTOObI Bbl YOEANNUCH, YTO OHM HE OBLLATCH C HE3HAKOMLIAMM.

15. OGBbACHUTE AETSAM, YTO HEMb3s UCMOMb30BaTb CETb ANS XyNUraHCTBa, pacnpocTpaHeHUs
CNNEeTEH U yrpos.

Bospact getenn ot 13 oo 17 net

B aTOM Bo3pacTe NnogpoCTKM akTUBHO UCMOSb3YHOT MOMCKOBbLIE MaLUUHbI, NOSIb3YHTCS
9NEKTPOHHOM MOYTON, CNnyx6amMmm MrHOBEHHOro 0O6MeHa COOBLLEHNAMN, CKaYMBaAKOT MY3bIKY U
GunbmMbl. Mans4ymkam B 3TOM Bo3pacTte 60sbLue Mo HpaBy CMeTaTb BCe OrpaHUYeHns, OHN
XaxayT rpyboro tomopa, asapTHbIX Urp, KAPTUHOK "ansa B3pocnbix". [JeBOYKN npegnoynTaroT
obLaTbcs B YaTax, Npy 3TOM OHU ropa3go bornee YyBCTBUTESbHbI K CEKCyaSibHbIM
agomorartensctBam B VIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe POAUTENSM yXKe BECbMa CIMOXHO KOHTPONMpoBaTb CBOMX AeTen,
Tak Kak 06 IHTepHeTe OHM yXXe 3HaT 3HauYnTeENbHO Bonblue CBOMX poguTenen. Tem He meHee,
He oTnyckanTe geten B "ceobogHoe nnaBaHune" no MHTepHeTy. CTapanTecb akTUBHO y4acTBOBaTb
B 0bLieHnmn pebeHka B HTepHeTe.

BaxxHO no-npexxHemy cTporo cobnogate npasuna VHTepHeT-6e30nacHOCTM - cornalleHme mexay
poautenamu n getbMu. Kpome Toro, He06XoANMMO Kak MOXHO Yalle npocMaTpmBaTb OTYETbI O
pearenbHocTu aeten B IHTepHeTe. Cnegyet o6patuTb BHMMaHWE Ha HeOBXoaUMOCTb
coAepXXaHnsa poauTenbCckux naponen (naponen agMUHUCTPATOPOB) B CTPOrOM CEKpeTe U
006paTUTb BHUMaHME Ha CTPOroCTb ATUX Naponen.

CoBeTbl No 6e3onacHocTu B 3TOM Bo3pacTte oT 13 go 17 net



1. Co3ganTe cnMcok JOMaLUHUX NpaBun noceweHns MIHTepHeTa npu y4actum nogpoCcTKoB U
TpebynTte 6e3ycnoBHOro ero BbinosiHeHusi. ObroBopuTe ¢ pebeHKOM CNUCOK 3anpeLLEHHbIX CalToB
("yepHbI cnncok"), Yackl paboTbl B IHTepHETe, pyKOBOACTBO Mo o6uweHnto B IHTepHeTe (B TOM
yucre B YaTax).

2. KomnbtoTep ¢ NOAKNKYEHNEM K ceTU VIHTEPHET AOMKEH HAaXoaMTbCsl B 00LLEN KOMHaTe.

3. He 3abbiBante 6ecenoBath ¢ eTbMu 06 nX Apy3bsax B VIHTEpHETE, O TOM, YEM OHM 3aHSATHI
Takum obpasom, ByATO peyb MAeT o ApY3bsX B peanbHOW Xn3HU. CnpalumeanTte o nogsx, ¢
KOTOpbIMM AeTWN 00LaloTCA NOCPEeACTBOM CIy>K6 MIHOBEHHOIO 06MeHa coobLLEHNAMM, YTOODI
ybeanTbca, 4To 3TK NoaN UM 3HAKOMBbI.

4. Vcnonbayinte cpeactea 6NOKMPOBaHMS HeXXenaTenbHOro KOHTEHTa Kak A0MNOSNIHEHUE K
cTaHgapTHOMY PoauTenbCckoMy KOHTPOSIHO.

5. Heobxogmmo 3HaTb, Kaknmu YaTtamm nonb3ytoTesa Bawwn getu. lMNMoowpsnte ncnonb3oBaHne
MOAEPVPYEMbIX YaTOB WU HacTamBanTe, YTOObl 4eTK He obLWanucb B NPMBaTHOM peXMME.

6. Hactanante Ha ToM, 4TOBbI AeTN HUKOrA4a HEe BCTPeYanuchb JIMYHO C APY3bAMU U3 CETU
NHTepHeT.

7. MNpuyunte geTen He BblgaBaTb CBOK NMYHY MHAOPMALIMIO CPEACTBAMW SNEKTPOHHONM MOYThI,
4aToB, CUCTEM MIHOBEHHOIro 06MeHa COOBLLEHMAMN, PETUCTPALMOHHBLIX POPM, JINYHBLIX
npodcpunen n npu perncTpaumum Ha KoHKypcbl B IHTepHeTe.

8. NpuyunTte geten He 3arpyxaTb nporpaMmmbl 6e3 Baluero paspeleHmsi. O6bACHUTE UM, YTO OHU
MOTYT CnyYanHo 3arpy3nTb BUPYCbl UK ApYroe HexenaTtenbHoe nporpaMmMmHoe obecneyeHue.

9. MNpuyunTe Bawero pebeHka coobLliaTb Bam 0 NobbIX yrpo3ax unm Tpesorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getam, 4to oHM B 6€30MacHOCTK, ecnv camun pacckasanu Bam, O CBOMX
yrposax vunm tTpesorax. [loxsanute nx n NocoBeTynTe NOAONTU eLle pa3 B NOAOOHbIX Criyyasx.

10. Pacckaxunte getam o nopHorpadgpum B HTepHeTe. Nomornte nm 3amMTnTbLCA OT crnama.
HayunTe nogpocTkoB He BbigaBaTth B VIHTepHeTe cBoero peansHOro SNeKTpoHHOro agpeca, He
OoTBeYaTb Ha HeXxenaTtesnbHble NMMCbMa U UCNOSb30BaTh CreumarnbHble NOYTOBble PUNbTPbI.

11. Mpuyunte cebsa 3HAKOMUTBLCS C cCanTaMu, KOTOpbIE NOCELLAT NOAPOCTKMN.

12. Hayunte geten yBaxaTb OpPYrnX B UHTEpPHETE. Y6eamTech, YTO OHM 3HAKOT O TOM, YTO nNpaBuna
XOpOoLUEero noBeaeHnst AeNCTBYIOT Be3ae - JaXe B BUPTyallbHOM MUpe.

13. O6bSACHUTE AETAM, YTO HM B KOEM Cy4ae Henb3s Ucnonb3oBaTb CeTb AN XyNUraHcTBa,
pacnpocTpaHeHusl cnneTeH UNK yrpo3 ApyruMm NioasM.

14. O6cyaute ¢ nogpocTkaMm Npobrembl CeTEBbIX a3apTHbIX UIP Y X BO3MOXHbIA PUCK.
HanomMHuTe, YTO AETM HE MOTYT UrpaTb B 3TU UrPbl COIMACHO 3aKOHY.

[MOCTOSAHHO KOHTpONMpPYNTE ucnonb3oBaHne VIHTepHeTa Bawwmm pebeHkom! 3TO He HapyLleHne
€ro JINYHOro NPOCTPaHCTBA, a Mepa NPeOCTOPOXHOCTU N NposiBrieHne Balwen poantensckon
OTBETCTBEHHOCTU 1 3a00ThI.



