NHOOPMAILIMOHHAA ITAMATKA
JUIL OBYHATIOIIUXCA

C KaXIbIM TOJOM MOJIOJIEKU B MHTEPHETE CTAHOBHUTHCA OOJIbIIE, a IIKOJBHUKU OJHU W3 CaMbIX aKTHUBHBIX
nonb3oBareneil Pynera. Mexny Tem, MOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW, WMHTEPHET HECET U
npo6seMbl. JTa maMsATKa J0JDKHA ITOMOYb Tebe 6e30IacHO HaXOAUTHCS B CETH.

KommnbroTepHsie BUpyCh

KomneroTepHbiii BUpPYC - 3TO Pa3sHOBHIHOCTb KOMIIBIOTEPHBIX MPOTpPaMM, OTIMYUTENBHOW OCOOEHHOCTHIO
KOTOpOM SIBJISIETCSI CIOCOOHOCTh K Pa3MHOKEHHIO. B [TOMONHEHHE K 3TOMY, BUPYChl MOTYT HOBpPEAUTH WU
MOJTHOCTBIO YHUYTOXKUTH BCE (Dailiibl W JaHHBIC, MOJKOHTPOJIBbHBIE MOJIb30BATENI0, OT UMEHH KOTOPOTo Oblia
3allyllleHa 3apakKeHHas IporpamMma, a TakKe MOBPEAUTh WM JaXXe YHUYTOXXUTh OMNEPALMOHHYIO CHUCTEMY CO
BceMU (haiiamu B 11es10M. B O0JIbIIMHCTBE ClydaeB pacpOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTob1 321U THl OT BPEIOHOCHBIX POTPamMM:

1. Mcnionb3yi COBpEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBII YPOBEHD 3aILUThI OT BPEIOHOCHBIX
porpamm;

2. IlocTostHHO ycTaHaBiMBai naTuu (UG POBBIE 3aMJIATKH, KOTOPbIE aBTOMAaTHYECKH YCTAHABIMBAIOTCS C LIEIIBIO
I0opabOTKM TPOTrpamMMmbl) M Apyrue OOHOBIIEHHS CBOEH OmepanuoHHOW cucTembl. CkaymBail MX TOJNBKO C
ourmansHoro caiita pazpadorunka OC. Ecnu cymecTByeT peskuM aBTOMaTHIECKOTO OOHOBIICHHS, BKIIFOUH €T0;
3. Paborail Ha CBOEM KOMIBIOTEpE MOJ NpaBaMH IOJb30BATENd, a HE aJIMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM MHCTAJUIUPOBATHCA HA TBOEM NEPCOHATLHOM KOMITBIOTEPE;

4. Hcnonb3yl aHTUBUPYCHBIE NPOrpaMMHbIE MPOAYKTHl H3BECTHBIX IPOU3BOJAUTENEH, C aBTOMATHYECKUM
0OHOBIIEHHEM 0a3;

5. Orpannyb GU3NUECKUH TOCTYI K KOMIIBIOTEPY JUIsi HOCTOPOHHUX JIHII,

6. Mcnonp3yii BHELIHNE HOCUTEIN MHPOPMALUK, TaKKe KaK ¢uIeliKa, IUCK Wi (ailyl U3 HHTepHeTa, TOJIbKO U3
MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIC (aiiiibl, MOTYYEHHBIC U3 HEHAC)KHBIX UCTOUHHUKOB. [lake Te ¢aiiibl, KOTOpbIe
npucian TBOi 3HaKoMbIi. Jlydille yTOuHU y HEro, OTIPABIISI JIM OH TeOEe uX.

Cern WI-FI

Wi-Fi - 310 He BuA mepemayd JaHHBIX, HE TEXHOJIOTHs, a BCEro JMIb OpeHn, mapka. Eme B 1991 romy
HUIEpIaHacKas kommnaHus 3apeructpupoBana Opern "WECA", uro obo3Hauano cioBocouetanue "Wireless
Fidelity", koTopblit mepeBoIUTCS Kak "OecrpoBOIHAsS TOYHOCTH".

Jlo Hamero BpeMeHW Jomnuia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOH e TEXHOJOTHeH. ITo
abopesuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApPT BhICIIEH 3ByKoBo TexHuku Hi-Fi,
YTO B IIEPEBO/IC 03HAYAET "BBICOKAS TOYHOCTH'".

Ja, OecruiaTHbI MHTEPHET-IOCTYM B Kade, OTENAX U a3ponopTax sABJISETCS OTIMYHOM BO3MOXHOCTBIO BBIXO/JA B
uHTepHeT. Ho MHOTHE 3KCnepThl cunTaroT, uto obmenoctynasie Wi-Fi ceTu He siBisitoTCSt 0€301MacHBIMU.
CoBeTsl 110 0€3011aCHOCTH PabOTHI B 00MIEIOCTYIHBIX ceTsx Wi-fi:

1. He mepenasaii cBoto mnunyro uHGoOpMaIuio depe3 odmenoctynasie Wi-Fi cetn. Paboras B HuX, jkenaTenbHO
HE BBOJIUTH NApOJIU JOCTYTIA, JIOTUHBI U KaKHUE-TO HOMEPA;

2. Ucnons3yit 1 0OHOBISAH aHTHBUPYCHBIE MporpaMMbl U Opanamayep. Tem cambIM Tl o0e3omacuiib cedst OT
3aKa4KH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimoun ¢ynkuuto "O6muit noctyn x Qaitnam u npunrepam". Jlannas GyHKius
3aKpbITa MO0 YMOJYaHHUIO, OJJHAKO HEKOTOPBIE MOJIb30BATEIM aKTUBUPYIOT €€ JUIs yA00CTBa HMCIOJNb30BAHUS B
pabote wu ydebe;

4. He ucnonw3yit myonuanasiii WI-FI s mepegaun TUYHBIX TaHHBIX, HAPUMED IS BHIXOA B COITUAIBHBIE CETH

HJIA B DJICKTPOHHYIO IIOYTY,



5. Wcnonb3yii Tonbko 3anumenHoe coeaunenue uepes HTTPS, a ue HTTP, 1.e. mpu HaGope Be6-anpeca BBOAU
nmenno "https://";

6. B mMoOunmpHOM Tenmedone otkmoun ¢(yHkimio "Tlomkmouenne k Wi-Fi aBromatmdecku". He momyckait
aBTOMATHYECKOTO MOJKIIIOUEHHS YCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacws.

CouuanbHele ceTu

ConmanbHbple CeTH aKTUBHO BXOAAT B HAIly >KW3Hb, MHOTHE JIIOAM pabOTalOT M KUBYT TaM IOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH MIJUTHAPH YEIIOBEK, YTO SIBISETCS OJHOW CEIbMOM BCEX JKUTENCH TUIAHETHI.
MHorue 1monap30BaTeay He OHUMAIOT, YTO MH(pOpMAIHs, pa3MeIIeHHast MU B COLIMAIBHBIX CETSX, MOXKET OBITh
HaliJIeHa U UCII0JIb30BaHa KEM YTrOJIHO, B TOM YHUCIIEe HE 0053aTeNbHO C O1aruMi HaMEPEHHUSIMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMANIBHBIX CETAX:

1. Orpanuyb CIIUCOK Jpy3eid. Y Te0s B APY3bsIX HE JTOJDKHO OBITH CITy9aliHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOrO YacTHYIO ku3Hb. He yka3biBaii mapoiu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHHUS U APYTYIO
JUYHYI0 UHGOpMaIUio. 3MOYMBIIUICHHUKH MOTYT HCHOJB30BaTh JAa)kKe MHPOPMAIMIO O TOM, KakK Thl M TBOU
POAUTENH TUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3ammimai cBOIO peryTanuio - JEpXKH €€ B YUCTOTE M 3ajaBail cebe BOMPOC: XOTes Obl ThI, YTOOBI Apyrue
MOJIb30BATENIM BHJENU, YTO ThI 3arpyxaemsb? [lomymaii, mpexkae 4eM YTO-TO OIyOJMKOBAaTh, HANHMCATh U
3arpy3HuTh;

4. Eciy Thl TOBOPHILIb C JIFOAbMH, KOTOPHIX HE 3HAe€lllb, HE UCMOJb3YH CBOE pealbHOE UMS U APYTYIO JHUYHYIO
MH(POPMALIUH: UMSI, MECTO )KUTEIILCTBA, MECTO YUeObl U IpoUee;

5. N36eraii pazmemienus ¢otorpaduii B MHTEpHETE, I/I€ ThI M300paKeH Ha MECTHOCTH, 1O KOTOPOW MOKHO
OIIPEAEIUTh TBOE MECTOIIOIOKEHHUE;

6. [Ipu peructpanuu B COLMAIBHON CETH HEOOXOIUMO MCIOIB30BaTh CIIOXKHBIE MApOJIU, COCTOSIIINE U3 OYKB U
QP U ¢ KOIMIECTBOM 3HAKOB HE MEHee §;

7. A5 colManbHON CeTH, MOYThI U IPYTHX CAaTOB HEOOXOIMMO HUCIIOJIb30BaTh pa3Hble naposiu. Toraa ecnu teds
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH [10JIy4aT AOCTYII TOJBKO K OJJHOMY MECTY, a HE BO BCE CPa3y.

DNEeKTPOHHBIE IEHbI'U

DNEeKTPOHHBIE JAECHBIM - 3TO OYEHb YNOOHBIM crnocol IuiaTexei, 0OJHAKO CYLIECTBYIOT MOILIEHHUKH, KOTOpPbIE
XOTAT MOJIYYUTh 3TH JIEHBIH.

DNEeKTPOHHbBIE ACHBI'M MOSIBUIKCH COBCEM HEAABHO M MMEHHO M3-32 3TOT0 BO MHOTMX rocyJapcTBax J0 CUX IOp
HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccun sxe oM ()yHKIIMOHUPYIOT M O HUX YK€ ITPOMUCAHO B 3aKOHE, TJI€ UX Pa3AeisioT Ha HECKOJIBKO BUIOB -
AHOHUMHBIE U HE aHOHHMMHBbIE. Pa3HuUIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpoBOAUTh
orepanuu 0e3 MACHTU(HUKAIMK TOJIL30BATENs, @ B HEAHOHHMHBIX WACHTU(DUKAIMA TOJIb30BATENS SIBISETCS
00513aTeNbHON.

Takke cieqyeTr pa3nuyaTh 3JIEKTPOHHbIE (PUATHBIE IEHBI'H (PaBHBI FTOCYIAPCTBEHHBIM BaJIOTaM) U 3JIEKTPOHHbIE
He(uaTHbIE ACHbIU (HE PaBHbI TOCYAAPCTBEHHBIM BaIIOTaM).

OcCHOBHBIE COBETHI 110 0€30MacHOM paboTe ¢ NEKTPOHHBIMU JI€HbIAMHU:

1. IlpuBsixu K cyeTy MOOMIBHBIN TenedoH. ITo camblil ynoOHBIH M OBICTpPBIM CrIOCOO BOCCTAaHOBUTH JOCTYI K
cuetry. [lpuBsizannbiii TenedoH momoxkeT, ecau 3a0ynenib CBOM IUIATEXKHBIM Mapojb WM 3aiellb Ha CalT C
HE3HAaKOMOTO YCTPOMCTBA;

2. Wcnonn3yii omHOpa3oBbie maponu. [locnme mepexoma Ha YCWIEHHYIO aBTOpHU3aluio Tede yke He Oymer
YIpoKaTh OMACHOCTh KPaXKH HIIM MepexBaTa MIaTexXHOro Mapos;

3. BriGepu cnoxHbli mapods. [IpectynHukam OyAeT He MPOCTO yraaarh CIOXKHBIM maposs. HagexxHsie maponu -
3TO MapOJH, KOTOPBIE COAEPKAT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B c€0S1 CTPOUHBIE U MPOMUCHBIE OYKBBI, HUPPHI
Y HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HaK JoJuiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CAWTaX, KOTOPBIM HE I0BEPSIEIb.



DJeKTpOHHAas MoYTa

DONeKTpOHHasi MOoYTa - 3TO TEXHOJOTMs M MPEAOCTABISEMbIE €0 YCIYI'M IO MEepechbUIKEe U IOJYyYCHHIO
AJIEKTPOHHBIX COOOIICHHI, KOTOPBIC PACTIPEACIISIOTCS B KOMITBIOTEPHOH ceTH. OOBIYHO 3JICKTPOHHBINA MOYTOBBIN
SIIUK BBITJBIIUT CIEAYIOMIMM 00pa3oM: UMs_IOJb30BaTeNA(@uMs_JoMeHa. Takke KpoMe Imepenadyu MpoCcToro
TEKCTa, UMEETCs] BO3MOKHOCTh IepejaBaTh (ailiibl.

OCHOBHBIEC COBETHI IO 0€30T1aCHOM padoTe ¢ AJCKTPOHHON TTOUYTOM:

1. Hamo BBIOpaTh MpaBWIIBHBIN IMOYTOBBINA CEpBHUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOpP OECIUTATHBIX IMOYTOBBIX
CEPBHCOB, OJJHAKO JyYIlle JOBEPATh TEM, KOT'O 3HACIb U KTO IEPBBIN B PEUTUHIE;

2. He yka3biBaii B IMYHOM mouTe JIMuHY0 HHPOpManuio. Hanpumep, aydiie BoIOpaTh "My3bIKaidbHbIA (paHat@)"
nmm "pok2013" Bmecto "temal3";

3. Vcnonb3yi ABYX3TalHYI0 aBTOPU3ALMIO. JTO KOrAa MOMHUMO MapoJjs HYKHO BBOAUTH KO, MPUCHLIAEMBIN 110
SMS;

4. Bei0OepH CIIOKHBIN Mapodib. JIJIsi Ka)KA0ro MOYTOBOTO SIIIMKA JIOJKEH OBITh CBOW HAJEKHBIN, YCTOMYHMBBIA K
B3JIOMY I1apOJib;

5. Eciin ecTh BO3MOKHOCTb HAIUCATh CAMOMY CBOM JIMYHBII BOIIPOC, UCIIONB3YH 3TY BO3MOYKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. IIepBbIil 11 4acTHOM MEPENUCKH C aJpecaTaMmH, KOTOPBIM Tbl
J0Bepsielllb. JTO AJIEKTPOHHBIN aJipec He HaJl0 UCIOIb30BaTh IPU PErUCTpaluy Ha (popymax U cairax;

7. He oTkpbIBail ¢aiinel 1 Apyrue BIOKEHHs B MUCbMaX, Jake €CJIM OHM IPUILIM OT TBOMX Apy3eil. Jlyurmie
YTOYHU Y HHUX, OTIIPABIISUIM JIU OHU TeOe 3TH (hailibl,

8. ITocne okoHuUaHMs pabOTHI HA IOYTOBOM CEPBUCE MEepel 3aKPhITHEM BKIIAJIKH C CAiTOM He 3a0y[Ip HaXKaTh Ha
"BeriTu".

KuGepOymiuHr mim BUPTyalbHOE H3AEBATEIHCTBO

KubepOymnuar - mpecienoBaHue COOOIICHUSIMH, COJEPXKAIIUMH OCKOPOJICHHUS, arpeccuro, 3alyTruBaHue,
XYJIMTaHCTBO; COLMAILHOE OOMKOTUPOBAHUE C MOMOLIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE C KUOEPOYIIITMHIOM:

1. He Opocaiicst B 60#. Jlydmmii cmoco0: MOCOBETOBATHCS KakK ce0si BECTH M, €CJIM HET TOro, K KOMYy MO>XHO
00paTUTHCS, TO BHaYAJIE YCIIOKOUTHCA. ECiM Thl HAUHENIb OTBEYATh OCKOPOJICHUSIMHU Ha OCKOPOJIEHUS, TO TOIBKO
erre 0oJIbIIe Pa30XKKEIb KOH(IIUKT;

2. Ynpasnsaii cBoelt kubeppenyranueii;

3. AHOHMMHOCTB B ceTd MHUMast. CyIecTBYIOT CIIOCOOBI BEISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cToWT BeCTH XYJIHMTaHCKHA 0Opa3 BUPTYaNbHOW >XW3HU. VIHTEpHET (QUKCHpYET BCE TBOM JICHCTBHS H
COXpaHAET UX. Y IaauTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. Cobmrofait CBOXO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupy#t enuHnuHbiii HeraTuB. OJHOpa3oBble OCKOPOUTEIbHBIE COOOIICHUS JIydllle HIHOPHUPOBATh.
OObIYHO arpeccus MpeKpalaeTcs Ha HauyaabHON CTaluu;

7. ban arpeccopa. B mnporpammax oOME€Ha MTIHOBEHHBIMH COOOILEHHUSIMH, B COLMAJIbHBIX CETAX €CTh
BO3MOYKHOCTH OJIOKUPOBKH OTIIPABKH COOOIIEHHI C ONPEAETICHHBIX aJIpeCcoB;

8. Eciu ThI cBUzeTens kubepOysuimHra. TBou neiicTBUs: BBICTYNIUTH MIPOTUB MPECIIEAOBATENS, T0KA3aTh €My, UYTO
€ro JEWCTBUS OLICHHWBAIOTCS HETaTHBHO, MOJJEPKAThb KEPTBY, KOTOPOH HYyXKHA ICHXOJOTMYECKasl MOMOILb,
COOOIIUTB B3pOCIIBIM O (PaKTE arpeCCUBHOIO MOBEJCHUS B CETH.

MoOunbHBIH TenehoH

CoBpemenHbIe cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ceOe BIOIHE B3POCIBIN (DYHKIIMOHAN, U TENeph OHU MOTYT
KOHKYpPUPOBATh CO CTAallMOHAPHBIMU KOMIbIOTepaMu. OHAKO, CPEACTB 3aIMTHI AJIs MOJAOOHBIX YCTPOHCTB MOKa
oueHb Majo. TecTpoBaHUE M MOMCK YSA3BUMOCTEH B HUX MPOMCXOAUT HE TaK MHTEHCUBHO, Kak i [1K, To ke

camoe KacaeTcsl U MOOMIIbHBIX MPUIIOKEHUH.



CoBpemeHHble MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYECKU JIOTHAJIM HACTOJbHBIE aHAJOTH, OJHAKO PACHIMPEHUE
(GyHKIMOHANA BIICYET 32 CO00M OOJBIIYIO CIIOKHOCTh M MEHBUIYIO 3aIUIIIEHHOCTD.

Jlanexo He BCe MPOW3BOAUTENN BBITYCKAIOT OOHOBIICHMS, 3aKPBIBAIOIINE KPUTHUYECKHE YSI3BUMOCTH JUISI CBOMX
YCTPOMCTB.

OCHOBHBIEC COBETHI AJIs 0€30MaCHOCTH MOOMIIBLHOTO TelleoHa:

Hwuuero He sBIseTCs mo-HacTOAIIEMy OecriaTHBIM. byib 0CTOpOKEH, Bellb Koria Tede mpeaiararoT OecIuIaTHBIN
KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHe-TO IUIATHBIE YCIIYTH,

Hymaii, mpexne ueM otrnpaBuTh SMS, hoTo mmm Buaeo. Trl TOUHO 3HACIB, T/Ie OHH OYIyT B KOHEYHOM HTOTE?
Heo0xoaumo 0OHOBIISITE ONIEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHa;

Wcnone3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOMITBHBIX TE€JIE(OHOB;

He 3arpyxaili npuioXeHHs OT HEHM3BECTHOI'O MHCTOYHMKA, BEIb OHHU MOIYT COAEpX,aTb BPEIOHOCHOE
IPOrpaMMHOE 00ECTIeYCHHE;

[Tocne Toro Kak Thl BBIWICIIB C CaifTa, TJe BBOAWI JUUHYIO HHPOPMAIIHIO, 3aii11 B HACTPOiiKu Opay3epa U yaaau
cookies;

[lepuoanuecku npoBepsiil, KaKue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOif HOMep MOOHIBLHOTO Tene(oHa TOIBKO JIFOJIIM, KOTOPBIX Thl 3HACIIH U KOMY JIOBEPSICIIb;

Bluetooth nomxen ObITh BBIKIIIOYEH, KOT/Ia Th UM He NoJib3yenibest. He 3a0piBaii MHOTAA MPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUCHUS, OObEIUHSIONINE COTHH ThICSY
YeJI0BeK 10 BceMy Mupy. Mrpoku uccineayroT JaHHbBII UM MHp, OOIIAIOTCS JPYT ¢ APYTOM, BBIIOJIHAIOT 3a/1aHus,
CPaXKaloTCsl ¢ MOHCTPAaMH M TOJIyYalOT OMNBIT. 3a YJOBOJIbCTBHE OHH IUIATAT: MOKYMAIOT JUCK, OIUIAYMBAIOT
aOOHEMEHT WM NPUOOPETar0T KAKHE-TO OIIHH.

Bce a1u cpeacTBa uayT Ha MoaAepKaHUE U Pa3BUTHE UIPHI, a TAK)KE Ha caMy 0€30MacHOCTb: COBEPILIEHCTBYIOTCS
CHCTEMBl aBTOPU3AIMH, BBIMTYCKAIOTCS HOBBIE MaTud (IUQPOBBIE 3aIIaTKU S MPOrpamMM), 3aKphIBAOTCS
YSI3BUMOCTH CEPBEPOB.

B 1nono0HBIX Urpax CTOUT OmacaTthCsi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJBKO KPa)Kd TBOETO Mapoiisi, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMH OOJIBITUHCTBA UTP.

OCHOBHBIE COBETHI 10 O€30MACHOCTH TBOETO UTPOBOT0 AKKAYHTA:

1. Ecnin ipyroii Urpok BeaeT ce0s MI0X0 WK co3aeT Tede HeNPUATHOCTH, 3a0JI0KUPYH ero B CIIMCKE UTPOKOB;
2. Tloxanyiics afMUHUCTPATOPaM MIPhl HA MJI0X0€ MOBEICHUE ITOTO UTPOKA, XKEJIATeIbHO NPUIOKUTh KaKUe-TO
JI0Ka3aTeNIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBaii TnuHy0 HHQOpMAIKIO B Tpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuIMagIbHbIe TATYA U MOJIBL;

6. Micnionb3yil C0KHBIE U pa3HbIE MAPOJIU;

7. Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJII0YATh aHTUBHpPYC. [Toka Thl Urpaelb, TBONH KOMIBIOTEP MOTYT 3apa3UTh.
OUIIMHT WK KpaXka JTNIHBIX JaHHBIX

OObBIYHON KpaXkell JeHer W JNOKYMEHTOB CETOMHS Y)K€ HHKOTO HE YAWBHINb, HO C pPa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3I0YMBIIIJIEHHUKH [IEPEMECTUIINCH B UHTEPHET, U MPOJOKAIOT 3aHUMAThCS "THOOMMBIM" IEJIOM.
Tak mosiBUiIach HOBasg yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (UILMHT, IJIaBHas LEJNb KOTOPOrO COCTOUT B
MOJY4YEeHNU KOH(DUICHIMAIBHBIX TaHHBIX MTOJIb30BaTeNeH - JoruHoB u naposeil. Ha anrmmiickom si3pike phishing
gyuraeTcs Kak ¢pumuHr (ot fishing - peiGHast 108151, password - maposs).

OcHOBHbIE COBETHI 110 0OpHOE € (PUITMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl momo3peBaelib, 4TO TBOS aHKeTa Oblia B3JIOMaHa, TO HEOOXOIUMO
3a0JJ0KHPOBATH €€ U COOOIIUTH aMUHUCTPATOPaM pecypca 00 ITOM Kak MOKHO CKOpEEe;

2. Ucnonb3yit 6e3omacHbIe B€O-CalThI, B TOM YHCIIE, HTHTEPHET-Mara3uHOB U IIOMCKOBBIX CHCTEM;



3. Hcnonb3yil cinoxHble U pasHble mapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAOT, TO 3J10YMBIIUIEHHUKU
NOJIy4aT AOCTYIH TOJIBKO K OZIHOMY TBOEMY NPO(DUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B370MajM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE JT0OABIICHBI y TEOS B
Ipy3bsiX, O TOM, 4TO Te€Os B3JIOMaJH M, BO3MOXKHO, OT TBOErO MMEHH OyIeT pacchlIaThCsl CIIaM U CCHUIKM Ha
(UIIMHTOBBIE CANTBHI;

5. YcranoBu HaaexHbli napoiib (PIN) Ha MOOMITBHBIN TenedoH;

6. OTKITIOYH COXpaHEHHE TapoJisi B Opaysepe;

7. He otkpbiBaii (paiiiiel ¥ Apyrre BIOKCHHS B MHChMax, JakKe €CIIM OHU IMPHILIM OT TBOWX Ipy3ei. Jlyudre
YTOYHH y HUX, OTTIPABIISUIN JIH OHU TeOe 3TU (aiibl.

Hudposas penyrarus

[Mudposast permyranust - 3TO HeraTWBHAs WIM NMO3UTHBHAsA MH(opMamus B cetd o Tebe. Kommpomerupyromas
uHpOpMaLus, pa3MeleHHAs B HHTEPHETe, MOXKET Cephe3HBIM 00pa3oM OTPa3HUTHCS HA TBOEH peaqbHOM >KU3HHU.
"Hudposas penyranus" - 370 TBOH UMUK, KOTOPbI (popmupyercs u3 nHbpopManuu o Tedbe B UHTEpHETE.

TBoe MecTo XKUTENbCTBA, yueObl, TBOE (PHUHAHCOBOE MOJIOKEHNUE, OCOOCHHOCTH XapaKTepa U paccKasbl O OIU3KUX
- BCE 9TO HAKaIUIMBAETCS B CETH.

MHorue noApoCTKH JETKOMBICIEHHO OTHOCSTCS K IyOauKanuu Jn4Hoi nHpopMaruu B IHTepHeTe, HE MOHUMas
BO3MOXHBIX HOCIEACTBUH. Thl Ja)ke HE CMOXKEIIb JIOrafaThCsl O TOM, uTO Qororpadusi, pasMelieHHas 5 JeT
Ha3aJ, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienre TBoux ¢ororpaduii 1 1pyrue ASWCTBUS MOTYT HE UCUE3HYTh JaXe MOCIIe TOro, KaK
THI MX yAaJHllb. Thl HE 3HAElIb, KTO COXPAaHWI 3Ty MH(OPMAIUIO, MONaJla U OHA B MOUCKOBBIE CUCTEMBI U
COXpaHWJIach JIM OHA, a IVIABHOE: YTO NOJYMArOT O TeOe OKpy’Karollue JIIOJU, KOTOpble HAMIyT U YBUIAT 3TO.
Haiitu nHpOpManuio MHOIO JeT CHYCTs CMOXET Jr000i - Kak U3 100pbIX MOOYKAEHUH, Tak U ¢ HaMEepeHUEM
NPUYHHUTH Bpea. DTO MOXKET ObITb KTO YTOJHO.

OCHOBHBIE COBETHI I10 3aLUTe IH(PPOBOIL permyTanuu:

1. [Tomymaii, mpeskze 4eM 4To-TO IMyOJMKOBATh U MepeIaBaTh y ceOs B 0J10Te WM B COIMAIEHOM CETH;

2. B HacTpoiikax npo¢wuis yCTaHOBH OTPAaHUYEHUs HA IPOCMOTP TBOETO MPOGHIS U €ro COAEPKUMOT0, Clesai
€ro TOJIbKO "J1s ipy3eit”;

3. He pa3menaii 1 He yka3bIBail HH(GOPMAIIHIO, KOTOPAsk MOXKET KOT0-IH00 OCKOPOJISATH MK OOMKATh.
ABTOpCKOE IIpaBoO

CoBpeMeHHbIE HIKOJIBHUKU - aKTHUBHBIE 110JIb30BaTEIN U(pOoBOro npoctpaHcTsa. OIHAKO JaJeKo HE BCE 3HAIOT,
YTO TIOJH30BAHWE MHOTMMH BO3MOXHOCTSAMHU LUPPOBOrO Mupa TpeOyeT coOmoneHus TmpaB Ha
MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyaqbHass COOCTBEHHOCTh' OTHOCHUTCS K DAa3JIHYHBIM TBOPEHHUSAM UEJIOBEUECKOIO YyMa,
HauMHasl ¢ HOBBIX N300PETEHUH 1 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha NMPOJYKTHI U YCIIYTH, U 3aKaHYMBAs
KHUramu, potorpadusmMu, KHHOPUIBMaMU U My3bIKaJIbHBIMU IPOU3BEICHUSIMH.

ABTOpCKHE IIpaBa - 3TO MPaBa Ha MHTEJJIEKTYyallbHYI0 COOCTBEHHOCTb Ha NPOU3BEACHUS HAYKH, JIUTEPATyphl U
HCKyCCTBa. ABTOPCKHE TpaBa BHICTYNAIOT B KAYECTBE TAPAHTUH TOTO, YTO MHTEIUIEKTYaIbHBIN/ TBOPUECKUN TP
aBTOpa He OyZeT HaIPACHBIM, JAaCT €My CIIPaBeUIMBbIE BOZMOKHOCTH 3apaboTaTh Ha pe3yabTaTax CBOETO TPyAa,
HOJIY4YUTh M3BECTHOCTh U mpu3HaHue. Hukrto 06e3 paspelieHus aBTopa HE MOMKET BOCIPOU3BOAUTH €ro
IPOM3BEIEHUE, PACIIPOCTPAHATH, IyOJUYHO AEMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTHPOBATH, ITyCKATh B IIPOKAT,
MyOJINYHO UCTIOTHSTH, IIOKA3bIBATH/UCIIONHATE B 3(upe win pazMemats B IHTepHeTe.

Vcnonb3oBanue "mUpaTckoro" MporpaMMHOIO OOECTIEYeHHs] MOXKET HNPUBECTH K MHOTMM DPHUCKaM: OT IOTEpH
JAHHBIX K TBOUM aKKayHTaM /10 OJIOKHUPOBKU TBOErO YCTPOMCTBA, Il yCTaHOBIICHA HeleraabHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYLIECTBYIOT JETAJIbHBIE M OECIIIaTHBIE IPOTrPaMMBbl, KOTOPBIE MOXKHO HAalTH B CETH.

O noprane



CCTCBI/I‘IOK.p(I) - TBOM I'JIaBHBINA COBETYUK B CETH. 3).'[605 Thl MOXKCIIb Y3HATb O 0€30I1aCHOCTH B CETH ITOHATHBIM U
AOCTYIIHBIM SA3BIKOM, a IIPXU BO3HUKHOBCHHUU KpI/ITI/ILIeCKOﬁ CUuTyaluunu O6paTI/ITI>C$I 3a COBETOM. A Takxke IIPHUHATDH

ydJacTHe B KOHKypcax M CTaTh CaMbIM IIU(POBBIM IpakJaHHHOM !



